NH®OPMAIIMOHHAS MAMSTKA
IJIS 00y IUXCS
1JI51 pa3Meniennsi Ha 0pUIMATBLHBIX HHTEPHET-pecypcax

C KaXJIBIM TOJIOM MOJIOJIC)KH B HHTEPHETE CTAHOBHUTHCS OOJIBIIIE, & MTOAPOCTKH
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeiie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECeT M IpoOJieMbl. ITa
IIaMsITKa JOJDKHA IIOMOYb TeOe Oe30IMacHO HaXOQUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmneioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMIIBIOTEPHBIX MPOTPamM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WJIM MOJHOCTHIO YHUUYTOKUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakeHHas MpOrpaMmMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacpOCTPaHsAIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHBIX ITPOrpaMM:

1. Mcnonb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. TloctosHHO YycTaHaBiauBail madytu (IUQPPOBBIC 3aIlIaTKH, KOTOPHIC
aBTOMATHYECKH YCTAHABJIMBAIOTCS C LEJBIO JOPAOOTKU MPOrpamMMbl) U APyrue
OOHOBJICHHSI CBOEH omnepanroHHOM cuctembl. CkayuBail WX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATHYECKOT0 OOHOBJICHMS, BKIIFOUH €TO0;

3. Pabotaii Ha CcBOeM KOMIBIOTEpE TMOJI MpaBaMu TOJIH30BATEINIS, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnone3yih aHTUBHPYCHBIE MPOTPAMMHBIE TIPOIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Mcnonb3yil BHELIHME HOCUTENM MH(POPMALIMM, TaKue Kak (Jelika, AUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCTa TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETro, OTIPABJIsUI I OH TeOe UX.

Cerun WI-FI



Wi-Fi — 310 He B mepefaun TaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIL OpeHI,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", urto o6o3Havyasio cinoBocouertanue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras adbOpeBuaTypa, KOTopas SBJISETCS TaKOU
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mepeBoje
O3HayaeT '"BBICOKAsi TOYHOCTH'.

Jla, GecrmaTHBIM WHTEPHET-IAOCTYN B Kade, OTENIX M adpornopTax SBISCTCS
OTJIMYHON BO3MOXHOCTBIO BBIXO/Ja B WHTepHET. HO MHOTHE SKCIEepThl CUMTAIOT,
yto obmenoctynubie Wi-Fi cetu He ABISIOTCS 6€30TIaCHBIMH.

CoBeTsbl 10 0€30MacHOCTH PabOTHI B 00MIEOCTYHBIX ceTsx Wi-Fi:

1. He nmepenapaii cBor JUUHYHO HH(MOpMAIHIO yepe3 obrienoctynHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOJAWTH MAPOJH JTOCTYIIA, IOTHHBI H KaKUe-
TO HOMEDA;

2. Ucnonb3yit © OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl M Opanamayep. Tem
CaMbIM ThI 00€30TacHIlb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pyukiuto "OO6mmii noctyn K daiinam
u npuntepam". JlaHHas (yHKIMS 3aKpbITa MO YMOJYAHUIO, OJTHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHus B paboTe mwin yueoe;

4. He wucnonp3yit nyOomuunbii WIi-FI s mepemayd JUYHBIX JTaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETH WJIM B JJIEKTPOHHYIO TOYTY;

5. HUcnonp3yit Tonpko 3ammuieHHoe coequnenue yepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun QyHkiuio "lloaxmouerne k Wi-Fi
apTomatnuecku'". He nomyckali aBTOMATMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacus.

CouunajbHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HAIITy KU3HB, MHOTHE JTIFOJN padOTAIOT U
KUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAP] YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTebHO C
OJIaruMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COLIMAJIBHBIX CETAX:

1. Orpanunub cniucok py3eil. Y 1e0s B Jpy3bax HE TOJDKHO OBITh CITy4aiHbIX
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1 HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBO 4acTHYIO *u3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HH(POpPMANHUO. 3JI0yMBINIICHHUKA
MOTYT HCITOJIB30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl W TBOW POJUTETH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuiiail CBOIO pemyTaIuio - IepKH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
xoTenl OBl Thl, YTOOBI APYTHE IIOJH30BATEIN BHIEIH, YTO ThI 3arpy’Kaemib?
[Toxymaii, mpesx/ie 4eMm 4TO-TO OMyOJIMKOBAaTh, HATUCATh U 3arPY3UTh;

4. Ecnu Thl TOBOpUIIb C JIOAbMH, KOTOPBIX HE 3HAEllb, HE UCIOJb3Yil CBOE
peanbHOE UM U IPYTIyIO JUYHYIO MH(OpPMAIMU: UMsI, MECTO JKUTEIbCTBA, MECTO
y4eObl U poYee;

5. U30Gerait pasmemienust gororpaduit B UntepHere, riae Tol M300paXkeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTH TBOE MECTOTIOJIOKCHHE;

6. HpI/I perucrpalivnu B COHHaJIBHOﬁ CCTHu HCO6XOIII/IMO HCIIOJIB30BaTh

CJIIOKHBIC I'IapOJII/I, COCTOAIINUE U3 6y1(B nu HH(i)p U C KOJIMYCCTBOM 3HAKOB HC MCHCC
8;

7. Jns  comuanbHOW CceTH, TMOYTHl U JIPYTUX CaWTOB HEO0OXO0JUMO
UCITI0JIb30BaTh pa3Hble maposu. Toraa eciau Tedsi B3JIOMAIOT, TO 3TI0YMBIIIICHHUKH
IIOJIy4aT AOCTYMH TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHbIE AEHBIM — 3TO OYEHb YAOOHBIM CrOCOO0 IUIaTeXel, OJHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT MOTYyYUTh 3TH JICHBIU.

QHGKTPOHHI)IG JACHBI'M ITIOABHJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHn QYyHKIIMOHUPYIOT M O HUX YKe ITPOTIMCAaHO B 3aKOHE, TIe UX
pa3IensaioT Ha HECKOJIbKO BHJIOB — aHOHUMHBIC M HE aHOHUMHBIE. PasHuIa B TOM,
YTO AHOHMMHBIC — 3TO T€, B KOTOPBIX pa3pelracTcs MPOBOJIUTH OIepanuu 0e3
UJCHTU(UKAIIMY TT0JIb30BATEISI, @ B HCAHOHUMHBIX WICHTU(GUKAITUS TTOTH30BaTEISA
SBJIIETCS 00S3aTEILHOM.

Taxxke crnemyer pa3nuyaTh OdJIEKTPOHHBIE (UATHBIE JI€HBIH (PaBHBI
TrOCYJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHBIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 0€301MacHON PabOTe C IMEKTPOHHBIMU JICHbAMU:

1. IIpuBsiku K cueTy MOOUIIbHBIN TenedoH. DTO caMblil YIOOHBIN U OBICTPHII
croco0 BOCCTAHOBUTH JOCTYN K cuery. lIpuBsi3aHHBIN TeaepOH MOMOXKET, €CIu
3a0y/emb CBOM IJIATSKHBIA Tapoibh WM 3aijielllb Ha CalT C HE3HAKOMOTO



YCTPOWCTBA;

2. Hcnone3yil onmHOpa3oBble maponu. llocnme mepexona Ha yCUIIEHHYIO
aBTOpHU3allMi0 TeOe yke He OyIeT yrpokaTh ONMacHOCTh KpaXu WJIM TepexBaTa
IJIATEKHOTO MapOJIs;

3. Beibepu cioxHblii maposs. [IpecTymHukam Oy[eT He MPOCTO Yraaath
CIIOKHBIN TTapoiib. HaiexxHple mapoii — 3To Mapoiy, KOTOPbIe COAepKaT He MeHee
8 3HAKOB ¥ BKJIIOYAIOT B C€0Sl CTPOYHBIC U MPOMHCHBbIC OYKBBI, IUPPHI H
HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK J0Ju1apa, GyHTa, BOCKIMIATEIbHbIN 3HAK U
t.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSICIIIb.
DJIEKTPOHHAA MOYTA

SHGKTPOHHEUI IIo4Ta — 39TO TCXHOJIOTHA M IIPCAOCTABIIACMBIC CIO YCIIYI'H IIO
IICPCCBIIKC M ITOJYYCHHIO 3JICKTPOHHBIX COO6HI€HI/II‘/JI, KOTOPLIC paCIpCaAcCIA0OTCA B
KOMHBIOTepHOI;'I cetn. OOBIUHO BHGKTpOHHLIﬁ MMOYTOBBIMN SAIWUK  BBITJTIAOAUT
CICcayromnmM 06pa30M: I/IMSI_HOJIBSOB&TGJHI@I/IMH_IIOMGHEL Taxxe KpOMC IICpcaadun
IIPOCTOI0 TCKCTA, UMCCTCA BO3MOKHOCTD IICPCaAABATH (1)312)'[1)1.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBII TOYTOBBIA cepBUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ IOBEPAThH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBaii B TMYHOU MoYTe JMYHYIO MH(popmaiuio. Hapumep, mydine
BbIOpaTh "My3bIKaIbHBIN _(panaT@" unum "poxk2013" Bmecto "Temal3";

3. Hcnosp3yli ABYXA3TalmHYH aBTOPU3aLAI0. DJTO KOrga MOMHUMO NapoJjs
HY>KHO BBOJUTB KOJI, TPUChUIAEMBbIN 10 SMS;

4. BoeiObepu CIOXKHBIA Mapotb. [ KaKI0ro MOYTOBOTO SITUKA JOJDKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimu ecTb BO3MOXKHOCTH HamMcaTbh CaMOMy CBOW JIMYHBIM BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOYKHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIil [y YacTHOM
MEPENUCKU C ajpecaTaMu, KOTOPbIM Thl JOBEpsICIb. ITO dJICKTPOHHBIA aApec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINH Ha OopyMaxX U CalTax;

/. He oTkpwiBail (pailibl U Apyrue BIOKEHHUS B MUCbMax, Jae €CIU OHU
IOPUIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
Gaitnbr;

8. Ilocne oxoHuaHus pa6OTBI Ha IIOYTOBOM CCPBHCC IIEPEA 3aKPbITHEM



BKJIAJIKH C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeriiTu".
KnOepOyaimHr uim BUPTYyaJbHOE U3/1€BATEJIHLCTBO

KubepOymumHr  —  mpeciefoBaHHe  COOOIICHUSMH, CoJIepKaIUMHU
OCKOpPOJICHMUS, arpeccuro, 3alyrUBaHuUe; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITMHTOM:

1. He Gpocaiicst B 60#. JIydmmii cmoco6: mocoBeTOBaThCS Kak ce0s BECTH W,
€CIIM HET TOro, K KOMy MOYKHO OOpaTHUThCS, TO BHA4YaJIe YCIOKOUThCS. Eciau Th
HaYHEIIh OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
Pa3oXoKeNb KOH(IUKT;

2. Yupagisiii cBoel kuOeppenyTauuei;

3. AHoOHMMHOCTh B ceTu MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTH XyNnuraHCKUi o0Opa3 BHUpPTyaJbHOW >Xu3HU. HHTEepHeT
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnronail CBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupy#ét enuHW4HBIM HeratuB. (OJIHOpa30BbIE OCKOPOUTEIHHBIC
COOOIICHHsT JIy4lle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKHA COOOIIECHUN C
OMPEICICHHBIX aJPECOB;

8. Ecnu Th1 cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNUTh MPOTUB
IpeciieloBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
NOJIepKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJIOTUYECKash IMOMOILb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoouabHbIi TesaedoH

CoBpemeHHbIe cMapTHOHBI U IUIAHIIETHI COJEPKaT B ce0e BIIOJIHE B3POCIIbII
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMHU
KoMmmbioTepamu. OJTHAKO, CPEJCTB 3aIUTHI IS MOJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
WHTEHCHUBHO, Kak s [1K, To ke camoe kacaeTcsi U MOOMIIbHBIX MPUITOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUUECKH JOTHAIN HACTOJIbHBIC
aHaJOr¥, OJIHAKO pacliMpeHde (¢QyHKIHMOHAJa BIIEYET 3a €000 OOJbIIYIO
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CJIOKHOCTb U MCHBIIIYIO 3aIMUIIICHHOCTD.

Jlaneko He Bce MPOM3BOAUTENM BBIMYCKAIOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OCHOBHBIC COBETBI JJI 0e301acHOCTH MOOMJIBHOTO TeJIC(bOHaI

Hudero He saBnsiercs I[MIO-HACTOAIICMY OecIIaTHBIM. By,[lb OCTOPOIKCH, BCIb
Koraa TeOe npeajiararoT OecrIaTHBIH KOHTCHT, B HCM MOTYT OBITH CKPLITBI KaKHC-
TO IUIATHBIC YCIIYTH,

Hymaii, npexxae yem oTnpaBuTh SMS, ¢oto unu Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xonumo 0OHOBIISATH OMEPAllMOHHYIO CUCTEMY TBOETO cMapThOHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEW3BECTHOTO HMCTOYHHKA, BEIh OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUCHHUE;

[Tocrme TOro Kak ThI BBIMIEIIH C CaiTa, TJe BBOJIWI JHYHYIO HH(DOpMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[Teproaudeckn TpoBepsiii, KaKWe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMeEpE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TenedoHa TOJIBKO JIOJSAM, KOTOPBIX Tbl
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomxeH ObITh BBIKIIOYEH, KOTJAA Thl MM HE mojb3yeuibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJAWH-UTPHl — 3TO  KpPACOYHBIE, 3aXBaThIBAIOIIUE
pa3BiieueHus, OOBEANHSIONINE COTHHU THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JTaHHBIH UM MHpP, OOIIAOTCS APYT C JPYTOM, BBIMOJHSIOT 3a7aHUs,
CpakaloTCsl ¢ MOHCTPAMHM U TMOJYYalOT OMBIT. 3a YAOBOJIbCTBUE OHM ILIATST:
MOKYTIAIOT AUCK, OTJIAYMBAIOT aOOHEMEHT WJIU MPUOOPETAIOT KaKHUe-TO OMITUH.

Bce aTu cpeacTea uayT Ha noaaep:KaHUE U Pa3BUTHUE WUIPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3aMIaTKU ISl POTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nmomo6HbIX Urpax CTOUT omacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINHN OOJIBITHHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IIaCHOCTH TBOETO HUI'POBOT'0 dKKAYHTA:



1. Eciiu npyro#t urpok BemeT cels TUIOXO WM CO3/aeT Tebe HEeNmpHUsITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyics agMAHUCTPATOPAM UIPHI HA IUIOXOE IOBEACHUE 3TOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTH KAKME-TO JI0KA3aTeNIbCTBA B BUAE CKPUHOB;

3. He yka3piBail tuuHy0 HHOOpPMAIIHUIO B podaiisie Urphl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIC TApOJIH;

7. Jaxxe BO BpeMsl UTPbl HE CTOUT OTKJIOUaTh aHTUBUPYC. [IoKa ThI urpaeis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJ/IHS YK€ HUKOTO HE yIUBHIIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTUINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOMMBIM" JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MONICHHUYECTBA WM (DUIIHHT,
TJIaBHAs 11€Jb KOTOPOTO COCTOMT B TONYYEHUH KOH(PUIACHIMAIBHBIX JTaHHBIX
M0JIb30BATENIEH — JTIOTUHOB W maposeil. Ha anrnumiickom s3eike phishing unurtaercs
kak ¢umuHr (0T fishing — priOHas noBist, password — mapoJb).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Crneaun 3a cBOMM akKayHTOM. Eciu Tbl moj03peBaelllb, 4TO TBOSI aHKETa
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHCTpaTOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. Ucnonw3yii Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-MarasuHoB U
IIOUCKOBEIX CHCTEM;

3. Ucnonp3yil crnokHble W pa3Hble Mapoiu. TakuMm oOpazoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npod U0 B CETH, a HE KO BCEM;

4. Ecnu T1ebOst B3IOMad, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOHX
3HAKOMBIX, KOTOpBIE I00aBICHBI y T€OS B IPY3bSAX, O TOM, UYTO T€OS B3JIOMAJU H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbii napoas (PIN) Ha MoOWIBHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue apoJisi B Opaysepe;



7. He oTkpeiBail ¢aiinpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIH OHU
OPUILUIM OT TBOMX Jpy3ell. Jlydine yTouHM y HUX, OTIpPaBISUIM JU OHU TeOEe ITH
(haitibl.

Mudposas penyramus

[Mu¢poBast penmyranusi — 3TO HETaTHUBHAs WJIU IO3UTUBHAs MH(pOpManus B
cetu o tebe. Kommpomerupyromas uHpopMaius, pa3MelleHHas B WHTEPHETE,
MOJKET CEphE3HBIM 00pa3oM OTpa3UThCA Ha TBOeW peanbHOU xu3HH. "Lndposas
pemyTaius" — 3TO TBOM UMUK, KOTOPBI hopMupyercs u3 nHpopmanuu o Tede B
UHTEpPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH
XapakTepa M paccKasbl O OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K MyOJMKAalMM JIMYHOM
uHpopMaluu B MHTepHETE, HE MOHMMAsI BO3MOXKHBIX MocieAcTBUil. Thl naxke He
CMOJKeIIb JorafaTbcs 0 TOM, 4TO ororpadus, pa3MelleHHas 5 JeT Hazaj, cTajia
NPUYUHON OTKA3a MPUHATH T€0S Ha paloTy.

KommenTapuu, pasmenieHue tBoux ¢ororpaduil U Apyrue AEUCTBUS MOTYT
HE MCYE3HYTh JaXe II0CJE€ TOro, Kak Thl MX yJIajaullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMiO, Tonajga JHU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHMJIAach JU OHA, a TJABHOE: YTO NOAYyMArT O TeOe OKpY’Karolue JIIOIU,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTu MHOpMaLMIO MHOTO JIET CILYCTS CMOYKET
0001 — Kak U3 A0OPBIX TOOYKACHHI, TaK U C HAMEPEHUEM TPUUYUHUTD Bpea. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI TI0 3aIIUTE IIUPPOBON PEIyTAIINH:

1. [Toxymaii, mpexxae yeM 4To-To MyOJUKOBATh U MepeaBarh y cedst B Omore
WA B COIMAJILHOM CETH;

2. B nactpoiikax npo¢uisi yCTaHOBM OIPAaHUYEHHUS Ha MPOCMOTP TBOETO
pouIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "/ist py3eit';

3. He pa3meniail u He ykasblBail MH(POpMalHIO, KOTOpask MOXKET KOro-iudo
OCKOPOJISTH WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE TOAPOCTKM — AaKTUBHBIE TMOJb30BaTeIu  U(PPOBOTO
npoctpancTBa. OgHAKO JajleKko HE BCE 3HAIOT, YTO IMOJh30BAHUE MHOTHUMU
BO3MOXHOCTSIMH  Iu(ppoBoro  Mupa  TpebyeT coOmomeHuss TpaB  Ha
UHTEIJICKTyallbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENNEKTyabHas COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HA4YMHAs C HOBBIX HM300pETCHUI W 3HAKOB,
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0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH, U 3aKaHYMBas KHUTAMH,
(doTtorpadusiMu, KHHOPHUIBMaMHU W MY3bIKATbHBIMH MTPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa — 3TO IpaBa HA HMHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTH Ha
IPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME IPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibpTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHus aBTOpa HE  MOXKET BOCIPOU3BOJWTH €r0  IPOU3BEIICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATH B ddUpe WUIu
pa3memath B IHTEpHETE.

Hcnonb3oBaHue "HI/IpaTCKOFO" IMpOorpaMMHOIO oOecrcuyeHUs MOKET IMPUBCCTHU
K MHOTUM PHUCKaM: OT IIOTCPHU JAaHHBIX K TBOUM aKKAayYHTaM 10 6JIOKI/IpOBKI/I TBOCT'O
YCTpOﬁCTBa, raAc¢ YCTAaHOBJICHA HCIICIaJIbHAsA IIporpamMma. He croutr Takxke
336I)IBaTI>, 4TO CYHCCTBYIOT JICTAJIBHBIC H OecIuiaTHBIC IIporpaMmsbl, KOTOPBIC
MO>KHO HalTHU B CETH.

O nopraJe

CeteBUUOK.p( - TBOM I'JIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IpaskIaHUHOM !



